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Intro to the Internet


In the late 1960’s the United States government established a computer system which evolved into the entity known today as the “Internet.” The government had two original goals for the Internet, or ARPAnet (Advanced Research Projects Agency) as it was then known. The first goal was a military goal- the net was to be “a decentralized computer system that would be able to survive attacks.” The second goal was that it would foster communication between scientists and military personnel. To these ends the Internet was launched with four computers, today the Internet has several million host terminals with an estimated twenty five million individual users. [2]

Problems with the Internet


The Internet service has gone far beyond its primary role as a military and scientific message carrier. It is known as the “Information Superhighway,” the most efficient trade route in the information age. In addition to the government, the Internet is used by individuals, schools, and businesses. Business, in fact, has become one of the Internet’s heaviest users. “As of July of 1995, approximately 70,000 commercial (.corn) domain names had been registered with InterNIC.” The explosive growth of the Internet, while expected nevertheless caused significant legal problems for users. These problems arise in part from the fact that, for most of the past ten years, the users of the net have gloried in the largely unregulated nature of “cyberspace.”  Internet’s early users were “prideful of its reputation as a frontier town.” The lack of regulation stems from the fact that the Internet, though still subsidized by the government, is not owned by anyone and has no real central management. So far as the legal issues on the Internet are concerned, the ones that seem most unsettled are Intellectual Property issues.[2 ]

How is the Internet being used?


The legal issues raised by the Internet are directly related to how the Internet is being used. The Internet is being used by companies and organizations which are members of  NFAIS (National Federation of Abstracting & Information Services) in four ways: to broadcast information about their organization and its product and services; to distribute their products; to engage in transactions; and to create communities of interest through interactivity. [4 ]


The biggest issue now about how the Internet is being used is the Napster case. Napster (a popular file sharing service) is being sued by the music industry because music downloads on Napster is free and this is causing a huge lost in CD sales for record company. The issue of piracy is used against Napster, saying that it is a high tech piracy service, because Napster does not have the permission from the record label to offer their copyrighted songs for free. 

The legal face-off between the music industry and Napster may turn out to be one of the great trials of the digital age. Earlier this year the Microsoft antitrust case spelled out the rules for how high-tech companies can and can’t compete with one another. The Napster case may make an equally bold statement about what intellectual property  rights will exist in the new economy. If the ruling goes the industry’s way it could bring an end to the brief era in which all sorts of music were readily available for free download on the Internet. It could mean an end for Napster.[1] This case brings up the issue of property rights and who does it belong to.

What is Property Rights?


All economic systems are based fundamentally on a shared understanding of property rights. Developed over decades or even centuries, property rights clarify the basis of ownership and exchange. They provide a consistent way of defining who owns what and how possessions can be transferred from one owner to another. Property rights reduce the costs of exchange by clarifying ownership and providing a means for punishing thieves; thus they define not only possession but also theft. [5 ]

Types of Intellectual Properties

Definition of Intellectual Property: Intellectual property is concerned with the rights to immaterial assets. Ownership of intellectual property rights allows an operating monopoly on intellectual creations and is controlled by all the rules pertaining to the protection of industrial property rights, copyright (author’s rights). The types of intellectual property rights that are violated on the Internet are patent, copyright, and trademark. These intellectual properties already has laws governing it, just that these laws does govern transactions that are Internet based. But, these laws are changing to adapt to the new trend of data transportation through the “Information Superhighway.”


Laws Governing Intellectual Property Rights on the Internet
Patent:

A patent is a grant by a government giving an inventor the right to prevent others from making, using, and selling his or her invention for a set period of time. In the United States, patents are valid for 20 years from the filing date and design patents are valid for 14 years. Once this date has passed, the patent cannot be renewed and others are free to duplicate the invention. [7 ]

To qualify for a patent, the inventions must be novel, useful, and not obvious. “Not obvious” inventions are those that would not be readily identifiable, by industry experts. Inventions that are eligible for patents include machines, processes, art, methods, composition of matter, new and useful improvements. 

Trademark:
A trademark is a distinctive graphics, word (generic words are not protected), phrase, symbol or design, or sounds, which identifies and distinguishes the source of the goods or services of one party from those of other parties. [7 ]

When you use a trademark in connection with some product, it is protected automatically under common law. You can also protect your trademark by registering it with the Federal Government, but you must prove bona fide intended use, or already be using it. Registered trademarks are granted for 10 years, and must be renewed at the end of the term. [7 ]

The purpose of a trademark is to provide identification symbol for company’s product and to guarantee consistent quality of all goods from same source. [13 ] 

Copyrights:

Is it an infringement to download applications, images and sounds from a Web site? Or to make a new Web site with data downloaded from someone else’s site? Or to send the downloaded data to someone else in an e-mail? Is it still an infringement if the data originally downloaded doesn’t state that it is copyrighted? How can one protect work that one has created on the Internet? How can one get permission to republish? Or obtain permission to scan something into a database? Copyright infringement could occur in numerous ways on the Internet, a danger and a fear, which at the least can inhibit free speech. The good news is that now answers to basic queries about copyright law for the uncertain user can be found on the Internet itself at http://www.copyright.com/ the web site of the Copyright Clearance Center. [6 ]

A copyright protects an author's original work in any tangible form. Only the expressions of ideas are copyrightable, not the ideas themselves. Copyrightable items include: 

· literary works (including computer programs, computer databases and advertising material) 

· musical works, including any accompanying words 

· dramatic works, including any accompanying music 

· pantomimes and choreographic works 

· pictorial, graphic, and sculptural works 

· motion pictures and other audiovisual works 

· sound recordings 

· architectural works                                              [7 ]

The owner of a copyright enjoys a number of exclusive rights. The Copyright Act enumerates the following: 

· The right "to reproduce the copyrighted work." 

· The right "to prepare derivative works based upon the copyrighted work." 

· The right "to distribute copies or phonerecords of the copyrighted work to the public by sale or other transfer of ownership." 

· The right "to perform the copyrighted work publicly." 

· The right "to display the copyrighted work publicly."[10]

The copyright owner can grant permission to someone else to exercise any of these rights. This permission is called a license. The terms of the license agreement determine when, where, how, and to whom the materials are be distributed and at what cost. The terms resolve all the issues discussed between the copyright owner and publisher and are now written into the relevant license agreements. [9]


Copyright gives the creator of intellectual property protection under copyright law, which is limited to the life of the author plus 70 years. You don't need to do anything under current law to establish copyright--it's no longer necessary, even, to post a copyright notice. All one needs to do are to create the work in a recognized medium, but you want to be able to prove that you created it and when it was created. Under copyright, no one may, really, do anything with your work without your permission. [9]

Problems with Copyright Materials on the Internet

The following are three scenario of the problems with copyrighted materials:

(1) “I figured if it was on the Internet, it wasn't copyrighted!"
Do you assume that if you hear it on the radio it's not copyrighted? Or if you see it on TV? Just because it's transmitted to the privacy of your own home doesn't mean it isn't copyrighted. [11]

(2)"I didn't get it from there! I got it from a library of backgrounds!"
Remember: your goal (I assume) is not to have to go to court. If you got it from a library of backgrounds that said they were available for use without a license, you better know where that was. Even if the person maintaining that library messed up and put copyrighted material up without consent, you would be as liable they are (since you have both infringed.) [11]

(3) “There wasn't a copyright-symbol (©) on that background texture, so therefore it isn't copyrighted!"
Wrong on two counts! First off, according to the U.S. Copyright Act as amended in 1988 to comply with the Berne Convention, the © symbol "may" appear, but doesn't have to be there for the work to receive full protection under the law. Second, the logic is flawed! Let's assume that the web page has a © on it, but the background doesn't. You take the background off the page and "presto!", no copyright. Do you think if I copied 5 minutes of Star Wars on a videocassette and you used that clip for your company's web-site that Lucas wouldn't sue you? Separating a significant element from a copyrighted work does not eliminate the copyright on that segment. [11]

Ten Copyright Myths
(1) "If it doesn't have a copyright notice, it's not copyrighted."
This was true in the past, but today almost all-major nations follow    the Berne copyright convention. For example, in the USA, almost everything created privately and originally after April 1, 1989 is copyrighted and protected whether it has a notice or not
(2) “If I don't charge for it, it's not a violation." 

False. Whether you charge can affect the damages awarded in court, but that's essentially the only difference. It's still a violation if you give it away -- and there can still be heavy damages if you hurt the commercial value of the property. There is an exception for personal copying of music, which is not a violation, though courts are right now deciding if that includes such widescale personal copying as Napster. 

(3) "If it's posted to Usenet it's in the public domain." 

False. Nothing modern is in the public domain anymore unless the owner explicitly puts it in the public domain(*). Explicitly, as in you have a note from the author/owner saying, "I grant this to the public domain." Those exact words or words very much like them. 

(4) "My posting was just fair use!"

The "fair use" exemption to copyright law was created to allow things such as commentary, parody, news reporting, research and education about copyrighted works without the permission of the author. That's important so that copyright law doesn't block your freedom to express your own works -- only the ability to express other people's. Intent, and damage to the commercial value of the work are important considerations.  

(5) "If you don't defend your copyright you lose it." -- "Somebody has that name copyrighted!" 

False. Copyright is effectively never lost these days, unless explicitly given away. You also can't "copyright a name" or anything short like that, such as almost all titles.

(6) "If I make up my own stories, but base them on another work, my 

new work belongs to me." 

False. Copyright law is quite explicit that the making of what are called "derivative works" -- works based or derived from another copyrighted work -- is the exclusive province of the owner of the original work. This is true even though the making of these new works is a highly creative process. If you write a story using settings or characters from somebody else's work, you need that author's permission. 

(7) "Oh, so copyright violation isn't a crime or anything?" 

Actually, recently in the USA commercial copyright violation involving more than 10 copies and value over $2500 was made a felony.

(8) "It doesn't hurt anybody -- in fact it's free advertising."

It's up to the owner to decide if they want the free ads or not. If they want them, they will be sure to contact you. Don't rationalize whether it hurts the owner or not, ask them.
(9) "They e-mailed me a copy, so I can post it." 

To have a copy is not to have the copyright. All the E-mail you write is copyrighted. However, E-mail is not, unless previously agreed, secret. So you can certainly report on what E-mail you are sent, and reveal what it says.

(10) "So I can't ever reproduce anything?"

No, copyright isn't an ironclad lock on what can be published. Indeed, by many arguments, by providing reward to authors, it encourages them to not just allow, but fund the publication and distribution of works so that they reach far more people than they would if they were free or unprotected. However, it must be remembered that copyright has two main purposes, namely the protection of the author's right to obtain commercial benefit from valuable work, and more recently the protection of the author's general right to control how a work is used. 

While copyright law makes it technically illegal to reproduce almost any new creative work (other than under fair use) without permission, if the work is unregistered and has no real commercial value, it gets very little protection. The author in this case can sue for an injunction against the publication, actual damages from a violation, and possibly court costs. Actual damages means actual money potentially lost by the author due to publication, plus any money gained by the defendant. But if a work has no commercial value, such as a typical E-mail message or conversational USENET posting, the actual damages will be zero.                                        [12](all 10Myths)
Advantages of having Internet Laws


The most obvious advantage of having laws to protect ones work is not letting someone else take credit for all your hard work. Laws are made to protect people, it goes for laws governing the Internet. Having laws like privacy laws, copyright laws, patent laws, trademark laws and etc. One would feel safe surfing the net and making purchases online. Copyright laws will protect the property of the companies that transact in cyberspace. 


Laws keep people stable on the net, because when one knows of what will happen to oneself if he/she violates a law, one would try their very hardest to keep away from performing a violation. 

Disadvantages of having Internet Laws


In the beginning there were no laws governing the Internet everything that was on the Internet was free to anybody who wants to read it, or even download it. Now, more and more litigations are being brought to the court causing it to impose laws to govern use of Internet materials. For example, the Napster case, surfers of the Internet probably will not be able to use this service anymore due to copyright laws governing the Internet. 

Another disadvantage of Internet laws is that it only works nationally. For example, copyright laws of the U.S. only protect information in the U.S. Internet is a international world wide media service, that means that your material could be copied by someone in Asia and you would not be protected against that person. 

Also, having laws on the Internet contradict the First Amendment of our Constitution, the Freedom of Speech. The net was suppose to be a place for people to be someone that they can only dream of being in real life, and having laws governing the Internet takes the fun of daydreaming away. 

Ways to protect your Property Rights Online


There are three questions to ask yourself about your web site in order to prove/acquired ownership of the site. These questions are:

(1) Who had intellectual property rights? 

If you hired someone to create a site for you, that designer will have the copyrights to your site. If you want to fully own your site, you can purchase the copyrights from the designer.

(2) Who owns the code?

If you hire an Internet service provider and use that company’s proprietary software to design your site’s text or to write code for customer tracking, the provider may not let you take those elements with you when you leave. That’s because these Internet specialists own the “architecture,” or software, that underlies what you’ve designed. [3 ] Also, it is possible to purchase from the designers the code that you used for your site.

(3) Who gets the data?

The data that you collect at your site might not be yours to keep unless you specify that. Your contract should forbid a service provider from showing any data that have been collected to anyone but you. Otherwise, it can be tempting for an Internet service provider to use that information to impress potential clients, perhaps one of your competitors. [3 ]

Another way to protect your copyrights online is to register it with the government through the Office of Copyrights. Or if you do not want to spend the time and the money registering, you should print out a hard copy of the materials as evidence that you did it first. There are also tools/services to track your copyrighted materials online to see if there was illegal use. These services like Tracerlock will alert you when your name turns up on a new Web site, and  Spyonit.com allows you to set up a spy that alerts you whenever a specified word or phrase shows up on AltaVista or Northern Light. It's under the "Swiss Army Spies" and it's called PermaSearch. (Spyonit is free but requires a non-intrusive registration.) Tracerlock is a free service.

Conclusion

Although there are very few laws governing the Internet at this moment, but I believe that more and more elaborate laws will be formed to govern the Internet as time passes. Intellectual Property Laws have always been hard to deal with because these laws are formed in respond to court cases. Therefore, as more and more people are getting familiar with the “information superhighway” (cyberspace) more laws will be proposed to govern the Internet and it’s use of information. I also believe that Internet laws should be made international laws because Internet is an international service.


“The reason copyright violations are of such concern in cyberspace is the ease with which copyrighted works can be downloaded, printed, copied, and transmitted over the Internet.” The Internet is like a giant copying machine, hard to control how your work is being used online. “The Internet was set up to send information around the world, but it was not designed to protect that material from being copied. Now that protected material is being placed online, there is no mechanism to keep it from being copied illegally.” [8]
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